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MEASURESTO PREVENT UNLAWFUL ACTSAGAINST PASSENGERS AND CREWS ON
BOARD SHIPS

At itsfifty-third sesson (MSC 53/24, paragraph 17.3), the Maritime Safety Committee approved the
measures to prevent unlawful acts againgt passengers and crews on board ships (MSC 53/24, annex 14), the
text of which is attached hereto.

These measures are intended to assst Member Governments when reviewing and strengthening, as
necessary, port and onboard security in accordance with resolution A.584(14). Member Governments are
requested to bring the measures to the attention of concerned organizations and interested parties.
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ANNEX 14

MEASURESTO PREVENT UNLAWFUL ACTSAGAINST
PASSENGERS AND CREWS ON BOARD SHIPS

1 INTRODUCTION

1.1 Assembly resolution A.584(14) directed that internationaly agreed measures should be devel oped,
on apriority bass, by the Maritime Safety Committee to ensure the security of passengers and crews on
board ships and authorized the Maritime Safety Committee to request the Secretary-Generd to issue a
circular containing information on the agreed measures to governments, organizations concerned and
interested parties for their consideration and adoption.

1.2 Thetext of Assembly resolution A.584(14) is attached at appendix 1.

2 Definitions

For the purpose of these measures:.

1

DESIGNATED AUTHORITY means the organization or organizations or the
adminigration or adminigtrations identified by or within the Government as responsible for
ensuring the devel opment, implementation and maintenance of port facility security plansor
flag State ship security plans, or both.

PORT FACILITY means alocation within a port & which commercia maritime activities
occur affecting ships covered by these measures.

PASSENGER TERMINAL means any areawithin the port facility which is used for the
assembling, processing, embarking and disembarking of passengers and baggage.

PORT FACILITY SECURITY PLAN means acomprehensve written plan for port facility
which identifies, inter dia, regulations, programmes, measures and procedures necessary
to prevent unlawful acts which threaten the passengers and crews on board ships.

PORT FACILITY SECURITY OFF CER meansthe person in a port responsible for the
development, implementation and maintenance of the port facility security plan and for
liaison with the ships security officers.

OPERATOR means the company or representative of the company which mantains
operationa control over the ship while at sea or dockside.

SHIP SECURITY PLAN means a written plan developed under the authority of the
operator to ensure the application of messures on board ship which are desgned to prevent
unlawful acts which threaten passengers and crews on board ships.
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8 OPERATOR SECURITY OFFICER* means the person designated by the operator to
develop and maintain the ship security plan and liaise with the port facility security officer.

9 SHIP SECURITY OFFICER™ means the master or the person on board the ship
responsi ble to the master and operator for on-board security, including implementation and
maintenance of the ship security plan and for liaison with the port facility security officer.

3 Generd provisons

3.1  Governments, port authorities, adminigtrations, shipowners, operators, shipmasters and crews
should take al gppropriate measures againg unlawful acts threatening passengers and crews on board ships.
The messures implemented should take into account the current assessment of the likely threst together with
loca conditions and circumstances.

3.2 Itisdedrable tha there be appropriate legidation or regulations which, inter dia, could provide
pendlties for persons gaining or atempting to gain unauthorized access to the port facility and persons
committing unlawful acts againgt passengers or crews on board ships. Governments should review ther
nationd legidation, regulaions and guidance to determine their adequiacy to maintain security on board ships.

3.3  Themeasures contained in this document are intended for gpplication to passenger ships engaged
on internationa voyages ™ of 24 hours or more and the port facilities which serve them. Certain of these
measures may, however, dso be appropriate for gpplication to other ships or port facilities if the
circumstances so warrant.

34  Governments should identify a designated authority responsible to ermsure the development,
implementation and maintenance of ship and port facility security plans. The designated authority should
co-ordinate with other rdlevant domestic agencies to ensure that specific roles and functions of other
agencies and departments are agreed and implemented.

3.5 Governments should notify the Secretary-Generd of progress made in the implementation of security
meaaures. Any usgful information, which might assst other governmentsin their implementation of meesures,
on any difficulties and problems which arose and were overcome during implementation of the security
measures, should be forwarded with the notification. The designated authority should co-operate with
gmilar authorities of other governments in the exchange of appropriate information.

3.6  Governments concerned with an act of unlawful interference should provide the Organization with
al pertinent information concerning the security aspects of the act of unlawful interference as soon as
practicable after the act isresolved. Further information and areporting formeat is given in gppendix 2.

3.7  In the process of implementing these measures, dl efforts should be made to avoid undue
interference with passenger services and take into account gpplicable international conventions.

* The operator security officer functions may be assigned to the ship security officer on board the ship.
** VVoyages include all segmented voyages.

I'\CIRC\M SC\443.doc



MSC 53/24
ANNEX 14

Page 3

3.8  Governments and port authorities should ensure the gpplication of these measuresto shipsin afair
manner.

4 Port facility security plan

4.1  Each port facility should develop and maintain an gppropriate port facility security plan adequete
for loca circumstances and conditions and adequate for the anticipated maritime traffic and the number of
passengers likely to be involved.

4.2  Theport facility security plan should provide for measures and eguipment as necessary to prevent
wegpons or any other dangerous devices, the carriage of which is not authorized, from being introduced by
any means whatsoever on board ships.

4.3  Theport facility security plan should establish measures for the prevention of unauthorized access
to the ship and to restricted areas of the passenger termind.

4.4  The port facility security plan should provide for the evauetion, before they are employed, of al
persons responsible for any aspect of security.

45 A port facility security officer should be appointed for each port facility. The port facility security
plan should identify the security officer for that port facility.

4.6  Theresponghilities of the port facility security officer should include, but not be limited to:
A conducting an initid comprehensive security survey in order to prepare a port facility
security plan, and thereafter regular subsequent security ingpections of the port facility to
ensure continuation of appropriate security measures,

2 implementing the port facility security plan;

3 recommending modifications to the port facility security plan to correct deficiencies and
satisfy the security requirements of the individud port facility;

4 encouraging security awareness and vigilance;
5 ensuring adequate training for personnel responsible for security;

.6 maintaining records of occurrences of unlawful acts which affect the operations of the port
fadlity;

v co-ordinating implementation of the port facility security plan with the competent operator
security officers;, and

8 co-ordinating with other nationa and international security services, as gppropriate.
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4.7  Security measures and procedures should be gpplied at passenger terminasin such a manner asto
cause aminimum of interference with, or delay to, passenger services, taking into account the ship security

plan.

5 Ship security plan

5.1 A ship security plan should be developed for each ship. The plan should be sufficiently flexible to
take into account the level of security reflected in the port facility security plan for eech port a which the ship
intendsto call.

5.2  Theship security plan should include measures and equipment as necessary to prevent wegpons or
any other dangerous devices, the carriage of which is not authorized, from being introduced by any means
whatsoever on board a ship.

5.3  The ship security plan should establish measures for the prevention of unauthorized access to the
ship and to restricted areas on board.

54 A ship security officer should be gppointed on each ship. The ship security plan should identify the
ship security officer.

5,5  The operator security officer should be responsible for, but not be limited to:

A conducting an initid comprehensive security survey and theresfter regular subsequent
ingpections of the ship;

2 deveoping and maintaining the ship security plan;

3 modifying the ship security plan to correct deficiencies and satisfy the security regquirements
of theindividua ship;

4 encouraging security awareness and vigilance;
5 ensuring adequeate training for personnel responsible for security; and

.6 co-ordinating implementation of the ship security plan with the competent port facility
Security officer.

5.6  The ship security officer should be responsible for, but not limited to:
A regular ingpections of the ship;

2 implementing and maintaining the ship security plan;
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3 proposing modifications to the ship security plan to correct deficiencies and satisfy the
Security requirements of the ship;

4 encouraging security awareness and vigilance on board;

5 ensuring that adequate training has been provided for personnel responsible for security;

.6 reporting al occurrences or suspected occurrences of unlawful acts to the port facility
security officer and ensuring that the report is forwarded, through the madter, to the

operator for submission to the ship's flag State' s designated authority; and

v co-ordinating implementation of the ship security plan with the competent port facility
Security officer.

6 Annexes

The annexes attached hereto contain informeation which may be ussful when developing or improving
Security measures.

* * %
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APPENDIX 1

RESOLUTION A.584(14)
adopted on 20 November 1985

MEASURES TO PREVENT UNLAWFUL ACTSWHICH THREATEN
THE SAFETY OF SHIPSAND THE SECURITY
OF THEIR PASSENGERS AND CREWS

THE ASSEMBLY,

RECALLING Article 1 and Article 15()) of the Convention on the Internationa Maritime
Organization concerning the purposes of the Organization and the functions of the Assembly in relaion to
regulations and guiddines concerning maritime safety,

NOTING with great concern the danger to passengers and crews resulting from the increasing
number of incidents involving piracy, armed robbery and other unlawful acts againgt or on board ships,
including small craft, both at anchor and under way,

RECALLING resolution A.545(13) which urged action to initiate a series of measures to combat
acts of piracy and armed robbery againgt ships and small craft at ses,

RECOGNIZING the need for the Organization to assst in the formulation of internationally agreed
technica measures to improve security and reduce the risk to the lives of passengers and crews on board

ships,

1 CALLS UPON dl Governments, port authorities and administrations, shipowners, ship operators,
shipmasters and crews to take, as soon as possible, steps to review and, as necessary, strengthen port and
on-board security;

2. DIRECTS the Maritime Safety Committee, in co-operation with other committees, as required, to
develop, on a priority bass, detailed and practica technica measures, including both shoreside and
shipboard measures, which may be employed by Governments, port authorities and adminigtrations,
shipowners, ship operators, shipmasters and crews to ensure the security of passengers and crews on board

ships,

3. INVITES the Maritime Safety Committee to take note of the work of the Internationa Civil
Aviation Organization in the development of stlandards and recommended practices for arport and aircraft
security;

4, AUTHORIZES the Maritime Safety Committee to request the Secretary-Generd to issue acircular
containing information on the measures developed by the Committee to Governments, organizations
concerned and interested parties for their consideration and adoption.

* * %
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APPENDIX 2

REPORTS OF UNLAWFUL ACTS

1 To safeguard maritime interests againgt unlawful acts which threaten the security of passengers and
crews on board ships, reports on incidents and the measures taken to prevent their recurrence should be
provided to the Organization as soon as possible by the flag and port State, as appropriate.  This
information will be utilized in updating or revising these agreed measures, as necessary.

2 Use of the following report format is recommended for conveying information for such purposes:
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ANNEX 1
SECURITY SURVEYS
1 Generd

1.1  Inorder to prepare security plans, an initial comprehensve security survey should be undertaken
to assess the effectiveness of security measures and procedures for the prevention of unlawful acts and
determine the vulnerability of the port facility or the ship, or both, to such acts.

1.2  Theresultsof thissecurity survey should be used to determine the security measures necessary to
counter the threet both at the port facility and on board ships taking into consideration loca conditions.

1.3  Theleve of security may vary from port to port, from ship to ship and fromtimeto time. Liaison
between security officersisimportant to ensure the best utilization of ship and shore resources.

1.4  Thesurvey should determine what needs to be protected, what security measures are dready in
effect, and what additional security measures and procedures are required.

15  The security survey should be periodically reviewed and the security plans updated as necessary.

2 Port facility security survey

2.1  Theport fadlity security survey may be divided into two parts, theinitid preliminary assessment and
an orrscene security survey.

211 Prdiminary assessment

2.1.1.1 Prior to commencing the survey the port facility security officer should obtain current information
on the assessment of threet for the locality and should be knowledgeable about the port facility and type of
ships cdling at the port. He should study previous reports on similar security needs and know the generd
layout and nature of the operations conducted.

2.1.1.2 The port facility security officer should meet with appropriate representatives of the port facility, of
the operator, or of both of them, to discuss the purpose and methodology of the survey.

2.1.1.3 The port facility security officer should obtain and record the information required to conduct a
vulnerability assessment, induding:

1 the generd layout of the port facility and termind including topography, building locations,
etc.;

2 areas and gtructures in the vicinity of the port facility such as, fud storage depots, bridges,
locks, etc.;
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3 the degree of dependence on essentia services, such as eectric power, communications,
etc,;
4 stand-by equipment to assure continuity of essentia services,
5 locations and functions of each actua or potential access point;

.6 numerica drength, rdiability and function of gtaff, permanent labour and casud labour
forces,

v the details of existing security measures and procedures, including inspection, control and
monitoring procedures, identification documents, access control procedures, fencing,
lighting, fire hazards, gorm drains, etc.;

8 the equipment in use for protection of passengers, crews and port facility personnd;

9 al vehdetraffic or services which enter the port facility; and

10  avalahility of other personnd in an emergency.

2.1.2 On-scene security survey

2.1.2.1 The port facility security officer should examine and eva uate the methods and procedures used to
control accessto ships and restricted areas in the port facility, including:

A ingpection, control and monitoring of persons and carry-on articles;

2 ingpection, control and monitoring of cargo, ship stores, and baggage; and

3 safeguarding cargo, ship stores and baggage held in storage within the port facility.
2.1.2.2 The port facility security officer should examine eech identified point of accessto ships and restricted
areas in the port facility and evauate its potentia for use by individuas who might be engaged in unlawful
acts. Thisindudes persons having legitimate access as wel as those who seek to obtain unauthorized entry.

2.1.2.3 The port facility security officer should examine and eva uate existing security messures, procedures
and operations under both emergency and routine conditions, including:

A established safety procedures,
2 restrictions or limitations on vehicle access to the port facility;

3 access of fire and emergency vehicles to redtricted areas and availability of parking and
marshdling aress,

4 the level of supervison of personnd;
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5 the frequency and effectiveness of patrols by security personne;
.6 the security key control system;
v Security communications, systems and procedures, and
8 security barriers and lighting.

3 Ship security survey

3.1  Theship security survey may be divided into two parts, the initid preliminary assessment and an
on-Scene Security survey.

3.1.1 Prdiminary assessment

3.1.1.1 Prior to commencing the ship security survey, the operator security officer should take advantage
of such information asis available to him on the assessment of threat for the ports at which the ship will call
or at which passengers embark or disembark and about the port facilities and their security measures. He
should study previous reports on similar security needs.

3.1.1.2 Where feasble, the operator security officer should meet with gppropriate persons on the ship and
in the port facilities to discuss the purpose and methodology of the survey.

3.1.1.3 The operator security officer should obtain and record the information required to conduct a
vulnerability assessment, indluding:

1 the generd layout of the ship;

2 the location of areas which should have restricted access, such as bridge, engine-room,
radio-room €tc.;

3 the location and function of each actua or potential access point to the ship;

4 the open deck arrangement including the height of the deck above the water;

5 the emergency and stand-by equipment available to maintain essentid services,

.6 numerica srength, rdliability and security duties of the ship’s crew;

v existing security and safety equipment for .protection of passengers and crew; and

8 existing security measures and procedures in effect, including inspection, control and

monitoring equipment, personnd identification documents and communication, aarm,
lighting, access control and other appropriate systems.
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3.1.2 On-scene security survey

3.1.2.1 The operator security officer should examine and eva uate the methods and procedures used to
control access to ships, including:

A ingpection, control and monitoring of persons and carry-on articles, and

2 ingpection, control and monitoring of cargo, ship’s stores and baggage.
3.1.2.2 The operator security officer should examine eech identified point of access, including open westher
decks, and evauate its potentid for use by individuas who might be engaged in unlawful acts. Thisindudes

individuas having legitimate access as well as those who seek to obtain unauthorized entry.

3.1.2.3 The operator security officer should examine and eva uate existing security measures, procedures
and operations, under both emergency and routine conditions, including:

A established security procedures,

2 response procedures to fire or other emergency conditions;

3 the leve of supervison of the ship’s crew, vendors, repair technicians, dock workers, etc.;
4 the frequency and effectiveness of security patrols;

5 the security key control system;

.6 Security communications systems and procedures, and

v security doors, barriers and lighting.

4 Periodic security ingpections

Security ingpections should be undertaken on a periodic basisto permit areview and updating of
theinitid comprehendve security survey and possible modification of the port facility and ship security plans

5 Repot

51  Fromtheinformation obtained during the survey assessment and ingpection, the respective security
officer should assess the vulnerability of the port facility, ship, or both.

5.2  Thereport should contain, as gppropriate, recommendations for new or revised security measures
and procedures.

5.3  Thereport will form the basis for development or revison of security plans, should be confidentia
and have limited digtribution.

* * %
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ANNEX 2
SECURITY MEASURES AND PROCEDURES
1 Generd

1.1  Port facility security measures and procedures and ship security measures and procedures should
take account of the recommendations contained in the report described in paragraph 5 of annex 1.

2 Port facility security

21  Security measures and procedures reduce port facility vulnerability. Increased levels of threst will
have a sgnificant influence on the number and type of security measures used and the degree of measures
and procedures adopted. During short periods of heightened threet, increased security can be achieved
through the use of additiona manpower.
2.2  Thefallowing on-scene security measures should be considered:

1 restricted aress;

2 Security barriers;

3 security lighting;

4 security darms and communication systems; and

5 access control and identification.

221 Redricted areas

The establishment of restricted areas helps control and channe access, improves security and
increases efficiency by providing degrees of security competible with the port facility’s operationa
requirements. Redtricted areas may be further subdivided depending on the degree of restriction or control
required to prevent unauthorized access.

2.2.2 Security barriers

2.2.2.1 The boundary between redtricted and uncontrolled areas should be clearly defined. This can be
achieved by security barriers which prevent access except at authorized points. Where permanent security
barriers are appropriate, security fences have proven effective.
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2.2.2.2 The purpose of security barriersisto:
A delineate the area to be protected;
2 cregte aphysicd and psychologica deterrent to persons attempting unauthorized entry;

3 delay intruson, enabling operating personnel and security guards to detect, and, if
necessary, apprehend intruders, and

4 provide designated and readily identifiable places for entry of personnel and vehiclesinto
areas where access is restricted.

2.2.2.3 Openings in security barriers should be kept to aminimum and secured when not in use.

2.2.2.4 Security fences and other barriers should be located and constructed so as to prevent the
introduction of dangerous substances or devices, and should be of sufficient height and durability to deter
unauthorized passage.

2.2.2.5 Security fence lines should be kept clear of al obstructions.

2.2.2.6 The effectiveness of a security fence againgt penetration depends to a large extent on the
congruction employed. Thetota height of the security fencing should be not less than 2.50 metres.

2.2.2.7 Naturd barriers such as water, ravines, etc., can sometimes be effectively utilized as part of the
control boundary. However, they may require supporting safeguards (i.e. fencing, security patrols,
survelllance, anti-intruson devices, lighting) especidly during high threet periods.

2.2.2.8 Theroofs of buildings may aso provide a possible route for unauthorized access to the restricted
area. Safeguards should be taken to prevent such access by these routes.

2.2.2.9 Redrricted areas partly surrounded by water may require security barriers with sufficient illumination
during night hours and, if on navigable waters, frequent and unscheduled patrols by boat or ashore on foot,
or both. Illumination of these areas must be of atype and so placed that it does not interfere with safe
navigetion.

2.2.3  Seourity lighting
2.2.3.1 Security lighting with uninterrupted power supply is an important eement in a security programme.
2.2.3.2 The primary system should consst of a series of lights arranged to illuminate a specific area

continuoudy during the hours of darkness or redricted vighility. In some circumstances, it may be
preferable to use such lighting systems only in response to an darm.
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2.2.3.3 Hoodlights may be used to supplement the primary system and may be either portable or fixed.
Hoodlights when used should have sufficient flexibility to permit examination of the barrier under obsarvation
and adjacent unlighted aress.

2.2.3.4 Multiple circuits may be used to advantage in the security lighting system.  Circuits should be so
arranged that the failure of any onelamp will not affect a series of others.

2.2.3.5 Controls and switches for security lighting should be protected at al times.

2.2.3.6 Where fences and other barriers are to be illuminated, it isimportant to ensure that the intensity of
illumination is adequate for the purpose.

2.2.4 Security darms and communication sysems

2.2.4.1 Intrusion detection systems and darm devices may be gppropriate as a complement to guards and
patrols during periods of increased threst.

2.2.4.2 Immediate response cagpability by guards to an darm from an intrusion detection system or device
isimportant if its useisto be effective. Alaamsmay belocd, i.e. a the Site of the intrusion, provided & a
centra location or station, or acombination of both.

2.2.4.3 A wide variety of intruson detection systems and devices are available for possble use. These
systemsinclude those which are sengtive to:

A breaking of an dectricd circuit;

2 interruption of alight beam;

3 sound;
4 vibration;
5 mation; or

.6 cagpacitance change in an dectricd fidd.

2.2.4.4 Inview of the wide range of technica matters which must be taken into account in deciding upon
the device or system best suited for gpplication in each environment and for each task; it is prudent to obtain
the advice of a qudified expert before a decision is made on the system or device to be used.

2.2.4.5 A means of transmitting discreet or covert signas by radio, direct-line fadilities or other smilarly
reliable means should be provided at each access point for use by the control and monitoring personnd to
contact police, security control, or an emergency operations centre in the event assstance isrequired. An
additiond public or overt communications system would be useful to obtain information or advice on routine
matters.
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2.25 Accesscontrol and identification

2.2.5.1 Persons and their property, before being permitted to proceed beyond access points, should be
subject to routine ingpection or control and monitoring, or both.

2.2.5.2 1t is recommended that port facility employees, vendors, operators personnd, assgned law
enforcement officids and others, whose officid duties require them to pass through the access point, should
prominently display atamper-resstant identification card. This procedure should be closdy monitored and
grictly enforced to preserve the integrity of the ingpection, control and monitoring processes and the security
of the passenger termina and ships. Approved means of identification and the procedures to be followed
should be specificdly provided for in the security plan.

2.2.5.3 An fective means of identification is a card which incorporates a photograph of the individud as
an integrd part. These should show the relevant details of the holder, eg. name, description, or other
pertinent data. The provision of a photograph is recommended in order to prevent misuse of the card by
unauthorized persons.

2.2.5.4 To prevent subgtitution of a photograph and subsequent illegd use, the entire card should be seded
in aplagtic container, preferably of atype which will mutilate the photograph and card if tampered with.

2.2.5.5 The number and types of different styles of identification cardsin the port areashould be limited in
order to avoid control problems for security staff and the administration of the identification programme.

2.2.5.6 Identification cards should be issued by an appropriate cortrol authority, such as a port authority
or ship operator. Strict card control and accountability procedures should be established and maintained.

2.2.5.7 Persons who refuse to submit to security clearance at an access point must be denied entry.

2.2.5.8 Persons denied entry for refusd to submit to security clearance, or for other security reason should
be, if possible, identified and reported to appropriate security personnel.

2.2.5.9 A booth or other areain which amanua search can be conducted isadvisable. The access points
should, as appropriate, be equipped with metal detectors to expedite the security clearance of people.

2.25.10 All items should be subject to ingpection, gppropriate to the risk of unlawful acts, prior to being
placed on board ships. Such ingpection methods may include hand search, dectronic screening, the use of
dogs, or other means.

2.2.5.11 Tables on which baggage may be searched should be provided at the appropriate access points.
Such tables should be high enough to permit inspection without requiring the examiner to bend. They dso
should be sufficiently wide to provide some measure of separation of the baggage from the passenger. The
latter should be able to witness the examination, but should not be in a pogtion to interfere with the
examiner.
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3 Ship security

3.1  Themaderstraditiond authority in maiters of ship security remains unchanged. Maintaining ship
security isan ongoing task. Additiond security measures should be implemented to counter increased risks
when warranted.

3.2 Ship security should be continudly supervised by the ship security officer. A properly trained crew
isinitsdf astrong deterrent to being subjected to unlawful acts.

3.3  Communication and co-operation with the port facility in security matters should be maintained.
34  Thefollowing on-board security measures should be considered:

1 restricted aress,

2 deck and oversde lighting;

3 access control and identification; and

4 security alarms and communicetion systems.

3.4.1 Redricted areas

3.4.1.1 The establishment of restricted areas on-board ships (e.g. bridge, engine-room, radio-room etc.)
IS recommended.

3.4.1.2 The use, number and digtribution of master keys on-board ships should be controlled by the master.

3.4.1.3 The ship security plan should provide for immediate corrective action in the event of security being
compromised by potential misuse or loss of keys.

3.4.2 Deck and ovardde lighting

3.4.2.1 Whilein port, & anchor or underway the ship’s deck and oversde should beilluminated in periods
of darkness and redtricted vishility, but not so as to interfere with the required navigation lights and safe
navigetion.

3.4.3 Accesscontrol and identification

3.4.3.1 Crew members should carry a dl times a photo identification document.

3.4.3.2 When vigtors to the ship are permitted their embarkation and disembarkation should be closdy
controlled.

I'\CIRC\M SC\443.doc



MSC 53/24
ANNEX 14

Page 17

3.4.3.3 All vendors should have an identification document prior to boarding the ship or should be esorted
at dl times on board the ship.

3.4.4 Security darms and communication sysems

3.4.4.1 Security darms and devices may be gppropriate in restricted areas and at access pointsto the ship,
as a complement to guards and patrols. Immediate appropriate response to an darm is important if the
security darms and devices are to be effective.

3.4.4.2 In view of the wide range of technical matters which must be taken into account in deciding upon
the device or system best suited for gpplication in each environment, it is prudent that the advice of a
qudified expert be obtained before a decision is made on the system or device to be used.

3.4.4.3 A means of discreet or covert communications by radio, direct-line fadilities or other reliable means

should be provided in each redtricted zone and at each access point for use by security or operating
personnel to contact the ship security officer in the event assstance is required.
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ANNEX 3
SECURITY TRAINING
1 Generd

A continuous and thorough training programme should support measures taken to safeguard the
security of passengers and crews on board ships. Basic guidance for development of security training and
education is given in the following paragraphs.

2 Criteria

Security training should meet the following criteria

A be comprehensve

2 have an adequate number of qudified indructors;

3 have an effective system of presentation;

4 use adequate training equipment and aids, and

5 have a clearly defined objective, i.e. the attainment of an established minimum standard of
proficiency, knowledge and skill to be demongtrated by each individud.

3 Port facility security personnd training

31 Security officer and appropriate staff

The port facility security officer and gppropriate port facility staff should have knowledge and, as
necessay, recalve training in some or dl of the following, as gppropriate:

i Security adminigretion;

2 relevant international conventions, codes and recommendetions,
3 respongbilities and functions of other involved organizations,

4 relevant government legidation and regulations,

5 risk, threst and vulnerability assessments,

.6 Security surveys and inspections,
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ship security messures,
Security training and education;

recognition of characteristics and behaviord patterns of persons who are likely to commit
unlawful acts,

ingpection, control and monitoring techniques;

techniques used to circumvent security measures,

dangerous substances and devices and how to recognize them;
ship and loca port operations and conditions; and

security devices and systems.

3.2 Ingpection, control and monitoring

Ingtruction and, where gppropriate, training for persons assgned to conduct ingpection, control and
monitoring at a port facility should take into consideration, as appropriate:

i

2

respongibilities under the port facility plan or ship security plan;
ingpection, control and monitoring regulations or policies and pertinent laws,

detection and identification of fire-arms, weapons and other dangerous substances and
devices,

operation and testing of security equipment;
manua search methods of persons, baggage, cargo and ship’s stores,
emergency procedures,

recognition of characteristics and behaviord patterns of persons who are likely to commit
unlawful acts

human relaions techniques, and

techniques used to circumvent security measures.
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33  Guads

Port facility guards who are assigned ether to specific fixed locations or to patrols for the purpose
of preventing unauthorized access to areas should recelve a generd briefing on the training subjects
recommended for the port facility security officer. Initid and subsequent training should emphasize
techniquesfor:

A entry control;

2 patrols, observation and communications;

3 ingpection, identification and reporting;

4 person, building and vehicle searches;

5 apprehenson of suspects,

6 sf-defence;

v recognizing dangerous substances and devices,

8 human relations, and

9 firgt ad.

4 Ship security personnd training

4.1 Operator security officer and appropriate staff

The operator security officer and gppropriate staff should have knowledge and, as necessary,
receive training in some or dl of the following, as gppropriate;

A Security adminigtration;

2 relevant international conventions, codes and recommendations;
3 regpongbilities and functions of other involved organizations,

4 relevant government legidation and regulaions,

5 risk, threat and vulnerability assessments;

.6 Security surveys and inspections,
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ship security measures,
security training and education;

recognition of characteristics and behaviora patterns of persons who are likely to commit
unlawful acts

ingpection, control and monitoring techniques,

techniques used to circumvent security measures,

dangerous substances and devices and how to recognize them,
ship and loca port operations and conditions; and

security devices and systems.

4.2 Ship security officer

The ship security officer should have adequate knowledge of and, if necessary, training in the
following, as appropriate:

1

2

.10

the ship security plan and related emergency procedures,
the layout of the ship;

the assessment of the risk, threet and vulnerability;
methods of conducting security ingpections,

techniques used to circumvent security measures,
operation of technical aidsto security, if used;

recognition of characteristics and behaviord patterns of persons who may be likely to
commit unlawful acts,

the detection and recognition of dangerous substances and devices,
port and ship operations; and

methods of physical searches of persons and their baggage.
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4.3 I ngpection, control and monitoring personnd

Instruction and training, as gppropriate, for persons assigned to conduct ingpection, control and
monitoring on board ships should take into consideration, as gppropriate, the following:

1

8

9

respongbilities under the port facility or ship security plan;
ingpection, control and monitoring regulations or policies and pertinent laws;

detection and identification of fire-arms, weapons and other dangerous substances and
devices,

operation and testing of security equipment, if used;
physica search methods of persons, baggage, cargo and ship’s stores,
emergency procedures,

recognition of characteristics and behaviora patterns of personswho are likely to commit
unlawful acts,

human relaions techniques, and

techniques used to circumvent security measures.

4.4 Ship’s crew

Crew members having specific security duties should know their respongibilities for ship security as
described in the ship security plan and should have sufficient knowledge and ability to perform their assgned

duties.

5 Law enforcement personne

Appropriate law enforcement personnd, when not directly involved in or respongble for port facility
security, should recelve agenerd briefing to become familiar with port and ship operations and the training
of port facility and ship operator security personnel. They should also be orientated regarding ingpection,
control and monitoring and the security plans.

* * %
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ANNEX 4

EXCHANGE OF INFORMATION

1 The prompt and continuing dissemination and exchange of information will assist the maintenance
of effective port and ship security procedures and will enable States, port facilities, operators and
shipmagtersto adjust their procedures in response to changing conditions and the specific or generd threets.

2 Effective port and ship security requires efficient two-way communicetions for the exchange of

information a al levels both domestic and with the governments and organizations concerned. The promp,
clear and orderly dissemination of such information isvita to the success of the security programme.
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REPORT ON AN UNLAWFUL ACT

Date;
1 SHIP OR PORT AREA DESCRIPTION;
NAME OF SHIP
FLAG
MASTER
PORT FACILITY SECURITY OFFICER
2 BRIEF DESCRIPTION OF INCIDENT OR THREAT
DATE, TIME AND PLACE OF INCIDENT OR THREAT
3 NUMBER OF ALLEGED OFFENDERS:
PASSENGER CREW OTHER

4 METHOD UTILIZED TO INTRODUCE DANGEROUS SUBSTANCES OR DEVICESINTO

THE PORT FACILITY OR SHIP
PERSONS ;

BAGGAGE; CARGO: SHIP STORES; -
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5 TYPE OF DANGEROUS SUBSTANCES OR DEVICES USED, WITH FULL
DESCRIPTION:
WEAPON -
EXPLOSIVES -
OTHER -

6 a WHERE WERE THE ITEMS DESCRIBED IN SECTION 5 ABOVE CONCEALED,
IF KNOWN?

b) HOW WERE THE ITEMS DESCRIBED IN SECTION 5 ABOVE USED AND
WHERE?

c) HOW WERE THE SECURITY MEASURES CIRCUMVENTED?

7 WHAT MEASURES AND PROCEDURES ARE RECOMMENDED TO PREVENT
RECURRENCE OF A SIMILAR EVENT?

8 OTHER PERTINENT DETAILS:
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