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E26 Cyber resilience of ships

(Apr 2022)

I A ( : E ; l ' R I : ! ( i 1. Introduction
Interconnection of computer systems on ships, together with the widespread use onboard of

commercial-off-the-shelf (COTS) products, open the possibility for attacks to affect personnel
data, human safety, the safety of the ship, and threaten the marine environment.

~ > tt; rget any combination of people and technology to achieve their aim,
l \_ I I z * network connection or any other interface between onboard systems and E27
L a\ . Safeguarding ships; and shipping i general; fror current and emerging

threats |nv0|ves a range of measures that are continually evolving.
ns and

tis then necessary 1o establish a commaon set of mm|mum funct\onal and performance

HE9 MMICHLT. HETHIRIEROMEEEET S E .

using a goal-based approach is nécessafyto fnake cyber resilient ships.

1.1 Structure of this UR

Table 1: Structure of this UR
d increased reliance

1as created an

1 _Introduction
Introductory - ita, human safety, the
2 Definitions
Part R Rnale and [iraaniatn A st - Safeguarding shipping
h rom current and emergmg g threats must involve a range of controls that are continually

evolving which would require incorporating security features in the equipment and systems at
design and manufacturing stage. It is therefore necessary to establish a common set of
minimum requirements to deliver systems and equipment that can be described as cyber

£ MEDLRATLRUBEOHAS—LOYIVZIZETEER ...

quipment.

1.2 Limitations
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