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Ship Cyber Security and Resilience Program

Shipyard: Kioi Shipbuilding
SHIP No.: NK-555

NAME: MV, KIOI COAL

Chapter 1 - Genera

1.1 Purpose
Ta ensure the cyber resilience

1.2 scope of Applicati
This Program applies to the O
Chapter 5 [IACS UR E26 Rev.1
related netwarks, crew memk

1.3 Terminology

communicate with or otherwise interact with the system itself, to use system resources to handle information,
10 gain knowledge of the information the system contains or to control system components and functions. Such
measures are to be such as not to hamper the ability of authorized personnel to access computer-based system
for their level of access according to the least privilege principle.

Program

> BSDRERENE
> I FICIBEHREIEB

EEZ R CERRT DTSR
Mg SETTTR

For terms used in this Prograr N N ~ N
For antivirus, antimalware, antispam and other protection from malicious code, maintenance and updating of

those items implemented by antimalware software are to be managed by the responsible person in accordance

with the procedures listed in Table 3.2.2-1. — (¢] Ny
Computer-based system . ~ —
The general policy for maintenance is as follows: l
¥ For items shown in Table 3.2.2-1 as using the whitelist-based method, it is to be confirmed that only the
—
Y- =z 3
\ =" suen

minimum software and programs required to maintain the function are registered.
' Foritems shown in Table 3.2.2-1 as using the signature-based method, updates are to be applied as soon as
information on supplier signature file updates is obtained.
v Arevision record is to be made after maintenance and updating.

Whether connection of mobile, portable or removable devices (USB flash drive, SD card) is permitted is to be in
accordance with Table 3.2.2-1. The connection policy is as follows:

Credential ¥ For systems that require prior scanning, access to the device is to be made only after the device has been
scanned using the administrative PC in Ship's Office and approval has been obtained from the responsible

Do attack RS

— v For systems managed on the basis of access control, access s to be made by logzing in with appropriate

allbad

privileges

e ¥ Inall cases, a record is to be made when the device is connected.

pre— Access control and physical safeguards are to be in accordance with 3.2.3

DS Table 3.2.2-1 Antivirus / Anti / Anti etc. for each

Antimalwar Maintenance
c8s 2 / Connection of

—
Ver 20260503 Main engine control | Installed (whitelist] | DocNo. AA Not permitted E r \
- =
Generator engine Not installed Doc.No. AB Not permitted / L - = - &

— o el el g vyt A A D [ =™
B TEVELES, HOBSEECTEIECEE,

ClassNK
Ver. 20260403 CYBERSECURITY
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https://www.classnk.or.jp/hp/ja/activities/cybersecurity/ur-e26e27.html
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Thank you for your kind attention
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